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Alice

You’re Web Browser

Personality A i.e. Locally Controlled Software

TLS + figl = end-to-end encryption & authentication

[ ]
\ Personality B i.e. Remotely Controlled Software

Phishing attack i.e. Bob replaced by Mallory due to failure
to authenticate Bob. Figl forces authentication of Bob
while preventing that process from being counterfeited.

To solve phishing attacks we just need to help Alice to distinguish between
personality A and personality B. We do this the same way cryptographers have
been doing it for thousands of years i.e. we get personality A to authenticate

itself by presenting a previously shared secret.
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This certificate has been verified for the following uses:
SSL Chient Certificate

SSL Server Certificate

Issued To

Common Name (CN) wwj&ﬁanhn:.com‘

Organisation (0) Bank of Ireland

Organisational Unit (OU) Group IT

Serial Number 17:03:DB:£8:34:E1 9A:98:A4:27:20:04:59:01:01:3C
Issued By

Common Name [CN)  Symantec Class 3 Secure Server CA - G4
Organisation (0) Symantec Corporation

Organisational Unit (OU) Symantec Trust Network

Period of Validity

Begins On 30/03/2015
Expires On 21/10/2017
Fingerprints
SHA-256 Fingerprint
49:08:AF:DD:CB:0E:9C:DD: 2C:56:40:4C:5A:76:88:C0
55:8F:A1:1C:1B:05:CE:6E:DB:62:22:AA:03:C6:7D:61:94: CA:38:19

SHAL Fingerprnnt

Website Login

6F:52:54:F2:03:24:EE:16:468:73:01:2A:D6:BE: 9D:EQ:

in association with

Symantec Corporation

wants you to Authenticate

Bank of Ireland

at

www.3650nline.com

Username:

Password:

N =3

Current, hidden, identity information for user to authenticate and new window showing the same
information from the TLS certificate i.e. it’s TLS + authentication of which browser personality is ‘in play’.




